@)) CYVEERA ACADEMY

CERTIFIED PROFESSIONAL
ETHICAL HACKER *-

Start Your Cyber Security Journey

Unlock the skills to think like a hacker and defend like a pro.

Gain hands-on experience in ethical hacking, penetration
testing, and real-world cyber defense strategies.

Learn. Hack. Secure.

Join the next generation of cybersecurity professionals with CYVEERA ACADEMY
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ETHICAL HACKING EXPLAINED 28 ; i

BT
CYBERSECURITY PROTECTS SYSTEMS FROM THREATS AND LT | e

VULNERABILITIES, WHILE ETHICAL HACKING IDENTIFIES bt maipr o |
WEAKNESSES BEFORE MALICIOUS ACTORS EXPLOIT THEM. BOTH
ARE ESSENTIAL FOR SAFEGUARDING DIGITAL ASSETS IN TODAY'S
WORLD.




WHY CHOOSE US

Discover the unigue advantages of
our program

Industry Cerfifications

Our certifications are recognized globally, ensuring
that you gain credibility and trust as a cybersecurity
professional in the field.

Experienced Instructors

Learn from seasoned experts who bring real-world
experience to the classroom, ensuring relevant and
practical knowledge for your career.

Cufting-Edge Curriculum

Our curriculum is continuously updated to match
industry trends, providing you with the most current
skills and tools needed for success.



INTRODUCING THE CPEH COURSE
OVERVIEW
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TRAINING HIGHLIGHTS

KEY STRENGTHS OF OUR PROGRAMS

Practical Learning

Our hands-on labs simulate real-
world scenarios, allowing students
to apply theoretical knowledge
effectively and gain practical skills
essential for a successtul career in
cyber security.

Industry-Level Tools

Students receive training on
orofessional-grade software and
platforms, ensuring they are well-
prepared to face industry
demands and equipped with the
latest tools in cyber security.

Career Guidance

We provide comprehensive
assistance with certifications and
Jjob placement, helping students
navigate their career paths and
secure promising positions in the
cyber security field.



CURRICULUM OVERVIEW

Module O1: Introduction to Cybersecurity
Module 02: Operating Systems and Networking

Module 03: Footprinting and Reconnaissance
Module 04: System & Android Hacking
Module 05: Web Application Hacking And Security

Module 06: Attacks and Exploitation Techniques
Module 07: LinkedIn Optimization for Hackers

Module 08: Professional Resume Building

Module 9: Internship Or Interview Prepration



Module O1: Introduction to Cybersecurity

_esson O1: What is Cybersecurity (Basics)
_esson 02: Types of Hackers (White, Black, Grey Hat)

Lesson O3: Cyber Threats & Attacks (Malware, Phishing, etc.)
_esson 04: CIA Triad (Confidentiality, Integrity, Availability)
_esson 05: Ethical Hacking Methodology and Legal Laws

Lesson 06: Career in Cybersecurity
Lesson O7: Scope Of Ethical Hacking in India & Outside

Module 02: Operating Systems and Networking
Lesson O1: Introduction to Operating Systems (Windows & Linux)
Lesson 02: File System & Command Line Basics

Lesson O3: Networking Basics (LAN, MAN, WAN)
Lesson 04: OSI Model & TCP/IP Model



Lesson O5: IP Addressing (IPv4, IPvo)
Lesson 06: Networking Protocols (HTTP, HTTPS, FTP, SSH)

_esson O7: Network Devices (Router, Switch, Firewall)
_esson 08: DNS & How Internet Works

Module 03: Footprinting and Reconnaissance

Lesson O1: Introduction to Footprinting

Lesson 02: Passive vs Active Reconnaissance
Lesson 03: Information Gathering Techniques
Lesson 04: WHOIS, DNS Lookup

_esson 05: Google Dorking

_esson 06: Tools (Nmap, Maltego basics)

_esson O7/: Social Engineering Basics



Module 04: System & Android Hacking
Lesson O1: Introduction to Ethical Hacking

Lesson 02: Windows Hacking Basics

Lesson O3: Password Attacks & Cracking Concepts

Lesson 0O4:

Keyloggers & Payload Basics

Lesson O5: Android Hacking by Remote Access Trojan (RAT)

Lesson O6:

APK Analysis & Permissions

Lesson O7/: Security & Prevention

Module 05: Web Application Hacking And Security

. esson O1;

_esson 0O2:

How Websites Work

ntroduction to Web Vulnerabilities

Lesson 03: OWASP Top 10 Vulnerabilities Overview
Lesson O4: Burp Suite Training (Proxy, Intruder, Repeater)

Lesson O5: Cross-Site Scripting (XSS) Attacks



Lesson O4: SQL Injection (SQLI) Basics

Lesson 05: Broken Authentication and OTP Bypass
Lesson 06: IDOR (Insecure Direct Object Reference)
Lesson O7: Cross-Site Request Forgery (CSRF)
Lesson 08: Bug Bounty Reporting (Writing a POC)

Module 06: Attacks and Exploitation Techniques

Lesson O1: Types of Cyber Attacks
Lesson 01: Man-in-the-Middle (MITM) Attacks
Lesson 02: Denial of Service (DoS/DDoS) Attacks

Lesson 03: Social Engineering Attacks (Phishing, Vishing)

Lesson 0O4: Password Cracking Techniques

Lesson O5: Wireless Network Hacking (Wi-Fi Hacking)



/.LinkedIn Optimization for Hackers

Lesson O1: Creating a Professional Security Researcher Profile
Lesson 02: Networking with Industry Experts and Recruiters

Lesson 03: How to showcase Bug Bounty Hall of Fames

Lesson 04: Content Writing and Personal Branding in Cyber Security

Module 08: Professional Resume Building

Lesson O1: ATS-Friendly Resume Formats for IT Jobs

Lesson 02: Highlighting Technical Skills and Certifications

Lesson 03: Project Documentation and Write-ups

Lesson 04: Common Mistakes to Avoid in Tech Resumes



Module 9: Internship and Interview Preparation
Lesson O1: Cracking Technical Rounds (Scenario-based Q&A)

Lesson 02: Cybersecurity Interview Mock Sessions

Lesson O3: Internship Project Guidelines

Lesson O4: Job Search Strategies and Freelancing in Cybersecurity



OUR CURRICULUM

EXPLORE KEY TOPICS IN CYBERSECURITY
TRAINING

Web Hacking

Understand web application vulnerabilities and
methods to exploit them, allowing for effective security
assessments and remediation strategies.

Android Hacking

Develop skills to identify and mitigate security
weaknesses in Android applications, enhancing overall
mobile security practices and user safety.

Network Security

Learn to protect networks from unauthorized access
and threats, ensuring data integrity and confidentiality
within digital environments.
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Key Cybersecurity Instruments

Participants will become proficient in essential tools

like Nmap for network scanning and Burp Suite for
web vulnerability testing, enhancing their practical N EK ‘EH SR
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CAREER OPPORTUNITIES

Security Analyst Incident Responder

As a Security Analyst, you will monitor networks for An Incident Responder investigates and mitigates

security breaches and respond to incidents, ensuring security breaches, collaborating with teams to restore

organizational safety and integrity. systems and prevent future threats effectively.

Penetration Tester Cybersecurity Engineer

A Penetration Tester simulates cyberattacks to identify As a Cybersecurity Engineer, you will design and

vulnerabilities in systems, helping organizations implement security systems, ensuring robust protection

strengthen their defenses against real-world threats. against cyber threats and maintaining compliance with
regulations.

Security Consultfant

A Security Consultant advises organizations on
cybersecurity best practices, assessing risks and creating
tailored strategies to enhance their security posture.



INTERNSHIP
PROGRAM

Gain Practical Experience in
Cybersecurity Through Internships

Hands-on Projects

Participants engage in real-world scenarios, working
on projects that simulate actual cybersecurity
challenges faced by organizations today.

Mentorship Opportunities

Learn from industry experts who provide guidance,
share insights, and support your professional
development throughout the internship experience.

Partner Organizations

Collaborate with recognized firms in the field, offering
valuable networking opportunities and potential
pathways to future employment after the course.



ENROLLMENT PROCESS MADE SIMPLE




JOIN THE MISSION

Contribute to Digital Defense Today

Enroll in the CPEH (Certified Professional Ethical
Hacker) and become part of a unified community
dedicated to protecting our digital landscape. Your
skills can make a significant impact in the cybersecurity
field.




FROM VILLAGE TO GLOBAL FUTURE:
BECOME INDIA'S NEXT CYBER EXPERT

Get In touch for questions or
support about enrollment

cyveera.in

@ 0084863226 P cyveera @ cyveera.in |O' cyveera
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